Cisco IronPort Technical Training

Cisco lronPort Certified Security Professional - \Web

CICSP Practice Exam

1. Which of the following uses ICAP?

A. Data Loss Prevention
B. Anti-malware scanning
C. Object Blocking

D. HTTPS Inspection

2. Which statement is true about Cisco IronPort Credential Encryption?

A. ltrelies on NTLMSSP.

B. It can protect Basic authentication in an SSL tunnel.
C. It can only be used in explicit forward proxy mode.
D. It can only be used in transparent proxy mode.

3. Put the following in order in the HTTP pipeline?

A. Web Reputation

B. Anti-malware Scanning
C. Protocol check

D. URL filters

4. Which of the following file characteristics can be used in Cisco IronPort
Object Blocking? [Give two correct answers]
A. File age
B. File name
C. File size
D. File type

5.  Which of the following is true?
A. L4TM is used to enforce acceptable use.
B. L4TM uses two interfaces when running in duplex mode.
C. The L4TM block list overrides the L4TM allow list.

D. L4TM can use TCP resets to disrupt sessions. ANSWER KEY

6. Which of the following commands is needed if you are creating custom End- 1. A
User Notifications? 2. B
A. eunconfig 3.CDAB
B. proxyconfig 4. CandD
C. advancedproxyconfig 5D
D. loadconfig 6.C
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