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Cisco IronPort Certified Security Professional - Emall

CICSP Practice Exam

1. Inthe IronPort C-Series, which of the following control the SMTP
conversation? Select two
A. Host Access Table
B. Recipient Access Table
C. Message Filters
D. IronPort Anti-Spam

2. When accepting the default settings for the system setup wizard, which of
the following are not applied to incoming mail? Select two.

Host Acce'ss Table

Content Filters

Message Filters

lronPort Anti-Spam

Anti-Virus

moowr

3.  Which of the following cannot be edited through the GUI. Select one

A. Message Filters
B. Spam filters

C. Virus filters

D. Content filters

4. Which of the following SMTP client commands identifies the client?
Select one

EHLO

Mail From

RCPT To

DATA

The period “” on a single line.
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5.  Which of the following SMTP client commands normally receives a 3XX
server response? Select one.
A. EHLO
B. Mail From
C. RCPT To
D. DATA

6. Which of the following statements are true regarding Message Tracking?

A. Message Tracking can run locally on the ESA and centrally on the SMA
at the same time.
B. Message Tracking polls its data from the mail logs.
C. The same data that can be viewed with Message Tracking can also be
viewed in the mail_logs.
D. With Message Tracking, you can search on both SMTP envelope and
DATA portions of the message. ol I 1ol l I
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10.

11.

12.

13.

You have established connectivity to a factory default C-160 through the CLI.
What command will allow you to change an interfaces speed and duplex?
Select one.

A. etherconfig

B. interfaceconfig
C. mediaconfig
D. ifconfig

The system setup wizard is run on a C-160, and the default settings are
applied. Which of the following services are open on the Data 1 interface?
Select two.

A. Telnet
B. SSH

C. HTTP
D. HTTPS

Which one of the following statements is true regarding Reporting?

A. Reporting can be run both locally on the ESA and centrally on the SMA
at the same time.

B. Clustering two ESAs together will allow for both centralized
management and reporting from either of the ESAs user interfaces.

C. By default Reporting is enabled both locally on ESA and centrally on the
SMA.

D. To export a backup of the reporting and tracking data on the SMA, the
command is export.

When purchasing an ESA, which of the following features is on a perpetual
license? Choose two

A. Reputation Filtering

B. Anti-Spam

C. Anti-Virus & VoF

D. Content Filters & Message Filters

E. Encryption

In the default settings, which of the following sender groups will match on a
reputation score of -2? Select one.

A. WHITELIST

B. BLACKLIST

C. SUSPECTLIST

D. UNKNOWNLIST

Membership in which of the following sender groups will cause the C-Series
to check the email’s “rcpt to” field against the RAT? Select three.
RELAYLIST

WHITELIST

BLACKLIST

SUSPECTLIST

UNKNOWNLIST
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When a Bypass Receiving Control is enabled for a RAT entry, which functions
are bypassed?

A. LDAP Accept Query

B. Mail Policies: Max. Recipients Per Hour Code
C. Reputation Filtering

A. Reverse DNS Lookup
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14. Which of the following RAT entries will accept mail for example.com and all
of its sub-domains? Select two.
A. .example.com
B. example.com
C. *@example.com
D. *@*.example.com

15. Which of the following processes are needed for WHITELISTING mail
originating from the organization “outside.com”? Select one choice.
A. Click on Mail Policies > HAT Overview > WHITELIST>Add Sender, and
then add outside.com
B. Click on Mail Policies > HAT Overview > Add Sender Group, and then
add outside.com
C. Click on Mail Policies > HAT Overview > WHITELIST>Add Sender, then
add the sender’s mta’s ptr record.D. Click on Mail Policies > Mail Flow
Policies > Add Sender, and then add the sender’s domain name.

16. When whitelisting a sending domain, which of the following filters are

. . 5 . -
sklpped by mail sent from that domain? Only consider filters directly affected ANSWER KEY
by this change.

A. Reputation Filters 1. Aand B
B. Message Filters 2. Band C
C. Anti-Spam 3. A
D. Anti-Virus 4. A
E. Content Filters 5. D
F. DLP 6. C

7. A

17. Message Tracking can run locally on the ESA and centrally on the SMA at the 8 CandD
same time. ‘

9. A
A. True 10. A
B. False 11. C

18. The C-360 can be configured to send and receive mail only on Data 1 and 12050 2

Data 2 interfaces. 13. B
A True 14. Aand B

B. False 15.C
’ 16. Aand C

19. A message can be in the Internal Spam Quarantine and a Policy Quarantine 17. B

at the same time. 18. B
A. True 19. B
B. False
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